Protecting Critical Infrastructure
Against Cyberattacks
Why a Preventative, Proactive Methodology Builds a Stronger
Security Posture

Introduction
Most Americans probably don’t give a lot of thought to critical
infrastructure, even though it’s something they rely on every
day. The industry sectors that encompass the nation’s critical
infrastructure cover virtually every aspect of people’s lives,
including power generation, oil, gas, and manufacturing—to
name a few.
In the digital era of the 21st century, securing the networks,
systems and data in these sectors is of vital importance.
But as the numerous compromises of the past few years
have shown, a lot of work needs to be done to protect
critical infrastructure organizations against increasingly
sophisticated and targeted attacks.
Executives and boards of directors at many critical
infrastructure organizations struggle to understand and
address the risks they face. At the same time, they must deal
with a complex security ecosystem that includes vendors,
business partners, government and industry regulatory
bodies, customers, and other entities.
There is a growing consensus among many of these
corporate leaders that little can be done to block intrusions
except to stand by and keep an eye out for them. But this
reactive approach invites potential disaster.
Preventative, proactive and robust cybersecurity protects
critical infrastructure organizations across multiple sectors.
By extension, it also protects their employees, customers,
business partners and others. This white paper offers five
key best practices that can help IT and security executives at
these organizations deliver the protection they need.

Consider the potential impact of these threats. For example,
an attacker could tamper with systems at a chemical plant and
cause an explosion that kills and injures dozens of employees,
as well as sends toxic chemicals into the local area, endangering
residents. An intruder could also cause a widespread power
outage or disruption of gasoline distribution that could impact
the lives of millions of people. The potential effects range from
minor inconveniences to truly life-threatening events.
Rather than being a simple subject of data security,
public safety issues are at stake. The people who lead the
organizations in these industries have a keen understanding
of the need for safety to protect employees, and in many
cases, customers, as well as the people residing near their
facilities. Depending on the organizations involved in an
attack, and the extent of the attack, there could be significant
national security implications.
According to the U.S. Department of Homeland Security
(DHS), the nation’s critical infrastructure “provides the
essential services that underpin American society and serve
as the backbone of our nation’s economy, security, and
health. We know it as the power we use in our homes, the
water we drink, the transportation that moves us, the stores
we shop in, and the communication systems we rely on to
stay in touch with friends and family.”
In all, the DHS considers 16 sectors to be part of the critical
infrastructure. These include, but are not limited to, chemicals,
communications, defense, emergency services, energy, food
and agriculture, government, healthcare, manufacturing, and
transportation. The incapacitation or destruction of systems
and networks operated by organizations in these industries
could have a debilitating and potentially monumental impact
on other business or government agency cybersecurity
systems, economic security, national public health or safety,
or any combination thereof, according to DHS. For example,
if the power grid for part or all of the country were to be shut
down for a substantial period, that would affect hundreds
of millions of individuals as well as businesses and other
organizations throughout the world.
In December 2015, the Ukrainian Kyivoblenergo, a regional
electricity distribution company, reported service outages
to customers. The disruption was due to a third party’s
illegal entry into and attack against its computer and SCADA
systems, according to a March 2016 report on the incident
by the SANS Institute and the Electricity Information Sharing
and Analysis Center (E-ISAC).

What Is Critical Infrastructure
and Why Is It So Vital?
Critical Infrastructure represents a national security
vulnerability that is not within the direct purview of the U.S.
government. Any cyberattack against an organization that
provides critical infrastructure products or services presents
a potentially significant risk to the American public.

Several substations were disconnected for three hours,
and Ukrainian news media reported that a foreign attacker
remotely controlled the SCADA distribution management
system. The outages caused about 225,000 customers
across various areas to lose power. Shortly after the attack,
the report said, Ukrainian government officials claimed the
outages were caused by a cyberattack, and that Russian
security services were responsible for the incidents.
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The power grid breach provides a real-world example of
how critical infrastructure attacks can cause large-scale
disruption, and illustrates how similar incidents could happen
elsewhere without adequate protection in place.

Outdated Defenses and
a Complex Ecosystem
Despite the urgent need for strong security measures
at critical infrastructure organizations, many continue to
struggle to protect their systems and data against attacks.
In a lot of cases, business and technology leaders don’t
thoroughly grasp the seriousness of the threats they face
and all the ways in which these threats might target their
systems and networks.
They don’t completely understand the actual risks to the
organization, and by extension, they don’t understand
the likelihood of negative impacts on the people and
organizations who rely on the organization’s products and
services. Many critical infrastructure organizations still rely
solely on traditional security offerings such as signaturebased anti-malware products and firewalls, thinking that
those solutions will provide an adequate defense.

often come with support contracts that disallow the owners
from installing third-party or otherwise non-approved
software. That includes operating system and application
patches. Another reason is that applying these patches
often results in the need to reboot systems and therefore
incur downtime, resulting in operational outages that are
unacceptable in industrial control system (ICS) environments.
At the same time organizations struggle to address threats
with outdated technologies, they operate in highly complex
business environments that can have a further negative
impact on security. The typical ecosystem of a critical
infrastructure organization includes employees, customers,
business partners, product and service vendors, consultants,
third-party service providers, outsourcing providers, and
government regulatory agencies. Each can present potential
security risks and vulnerabilities or impact the security
program in some way.

The threat environment today is far more insidious and
sophisticated than in the past. Many of the attackers are
intelligent, state-sponsored individuals who are dedicated
to learning about the inherent weaknesses in a particular
organization’s defenses. Once they learn this, they determine
the best way to take advantage of the weaknesses. Today’s
malware, which is a component of most attacks against
critical infrastructure systems, is far more sophisticated and
can be customized to bypass the defenses an organization
has in place.
Signature-based security tools cannot adequately protect
against the highly customized and targeted threats that
critical infrastructure organizations face. That’s a frightening
prospect for organizations that provide healthcare services,
manufacture chemicals, or operate the power grid. These
organizations are becoming increasingly aware that they can
no longer rely on older signature-based solutions because
these simply do not have the capability to deal with these
kinds of threats.
Further aggravating the security situation is that it is often
difficult, or impossible in some cases, for the organizations
to keep their computing technologies up-to-date. Examples
include the capability to apply security-related software
patches or to upgrade applications. As a result of not keeping
software up-to-date, organizations cannot eliminate many
of the known vulnerabilities in their operating systems and
applications, keeping these vulnerabilities susceptible to
exploitation by attackers for extended periods of time.
One of the main reasons why critical infrastructure
organizations avoid updating their systems’ software is that
these systems are intended to provide high reliability. They

Organizations also must deal with the challenge of having
their operational technology (OT) connected to their IT
networks and systems, putting both at risk of attacks that
were not previously possible. For example, connecting OT
networks to IT networks, including the Internet, means that
IT threats can now reach and attack those OT systems. An
individual or organization can craft an attack that passes
through IT networks to reach an organization’s OT systems.

Key Best Practice Points
for Enhanced Security
Fortunately, organizations can take steps to provide critical
infrastructure products and services that enhance security
and better protect against a wide variety of attack methods.
Here are five key best practice points for building a stronger
security posture.
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Gather detailed information first
One of the biggest hurdles to making effective security
decisions is not having a thorough enough understanding
of the environment to analyze all the variables. More often
than not, organizations fail to make even basic preparations
and lack proper documentation such as an accurate asset
inventory, which contains the types of deployed systems
such as servers, client devices, and networking equipment;
and, when practical, the locations of systems and information
about their base images. How can they defend their systems
if they don’t even know where they are?
Another piece of critical decision-making information is the
business impact analysis. It is vital that decision makers
understand that not all of their deployed assets represent
equal risks. Some assets are intrinsically more valuable than
others. In addition, in some cases, assets are dependent
upon other assets.
Almost certainly, critical infrastructure owners will have one facility
or a group of facilities that is more critical to the organization’s
mission than others. Individual systems within those critical
facilities will also have stratified risk profiles. Without having this
data, organizations will be unable to make informed decisions
about their cybersecurity programs and priorities.
Identify the quick wins
After an organization creates a high-level plan that outlines
the resource allocation each business area will receive, it
can then begin determining the most effective strategy for
reducing cyber risk. In general, creating an architecture that
supports a proactive approach to cybersecurity will be the
best place to begin.
The difficulty, however, is that most legacy IT and ICS
deployments require substantial modifications in order to
support an active defense. Re-architecting a network can be
costly, especially if a majority of the equipment is outdated.
In addition, many older vendor systems are not capable of
handling these types of upgrades and will require a costprohibitive replacement.

A skilled cybersecurity practitioner, whether in-house or
outsourced, will have the ability to identify the so-called
“low hanging fruit,” those items that provide the largest
reductions in risk relative to their implementation cost.
Focus on the day-to-day
With a cybersecurity architecture in place, an organization
can start to focus on the mechanics of operating and
maintaining its security programs. Key areas of interest here
are patch and configuration management. In many cases,
security patches and configuration management tools are
inapplicable or ineffective to use in the ICS environments
operated by many critical infrastructure companies. This
problem often leaves practitioners perplexed as to how they
can perform these “routine” tasks and frequently results in
the tasks remaining undone.
In a fundamental sense, though, all of the data that is needed
to perform patch and vulnerability management is readily
available in the ICS environment, and can be collected and
analyzed through passive means.
The key to success in this area is to create detailed procedures
that are customized to the individual environment and can
be followed by operational personnel who do not have
specialized security expertise, along with the use of patch
and configuration management tools.
Invest in the education of your people
The human element will always be a weak link in any security
program, and the vast majority of human-introduced security
errors and vulnerabilities are preventable through education.
The key areas to focus on in the IT and ICS environments
are removable media and roaming laptops. One of the
most attractive threat vectors in these environments is
the introduction of an attack through a thumb drive or
an engineering workstation that connects directly to the
process control network.
More often than not, the inappropriate use of thumb
drives and mobile workstations comes down to the simple
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fact that the operator or engineer did not know there was
anything wrong with the behavior or that it could impact the
organization’s security. Additionally, education will empower
an organization’s employees to make proactive decisions
about their behavior. Also important is that it will help invest
them in the process and get them to want to do it.
Start today
The task of retroactively adding security to a long-deployed
IT and ICS environment is a daunting task for sure. However,
all too often organizations suffer from “analysis paralysis”
and elect to follow the path of inaction, and that’s the most
dangerous course of all.
As the old saying goes, a journey of a thousand miles
begins with a single step, and it is critical that organizations
remember that security is a journey and not a destination.
IT and business executives at these organizations need to
take the lead in making sure their organizations are moving
toward an enhanced security environment—and they need
to do this today.
To ensure that efforts are not delayed, it’s best to get buyin at the highest levels of the organization. CEOs, CFOs and
boards of directors understand what is at stake. But they
need to be reminded that a proactive approach to security is
essential, and that waiting is not a viable strategy.

Summary and Conclusion
Given the large number of high-profile data breaches and everincreasing complexity of protecting critical infrastructure,
there is almost a palpable sense of inevitability within the
security industry, that it’s just a matter of time before more
attacks come. The philosophy is that not much can be done
to stop the attacks but wait and watch out for them. This
kind of thinking is not only incorrect, it’s also potentially
dangerous on the part of business and technology leaders.
To take a defeatist, reactive approach to security is to invite
trouble and potential disaster. Too much is at stake for
organizations that comprise critical infrastructure to focus
solely on detection after the fact.
Fortunately, technology solutions exist that address the
weaknesses of antiquated tools such as signature-based
security systems. The latest security technology applies
artificial intelligence, machine learning, and a mathematical
approach to endpoint protection. This new technology
approach is predictive and preventative, and it provides
a level of efficacy previously unseen in the cybersecurity
industry. Moreover, it allows organizations to block threats
in real time before they cause harm.
There is still time to bolster the security of the nation’s
critical infrastructure. But executives and boards at these
organizations need to act now before time runs out.
Visit www.cylance.com/criticalinfrastructure to learn more.
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