ThreatZERO™ Training
Build Knowledge of
ThreatZERO Best Practices

Benefits
• Train staff to maintain
ThreatZERO status and
a preventive posture
• Learn to respond to threats
using best practices
• Optimize CylancePROTECT®
to run in your environment

CylancePROTECT+ThreatZERO helps organizations move towards and remain in a
state of threat prevention. Managing an organization’s endpoint environment can
be complex so there is a need to develop a common understanding and knowledge
of best practices for those that support it.
Our ThreatZERO Training is a one- or two-day, customizable course that can help IT
professionals build a foundation in supporting CylancePROTECT and ThreatZERO.
This helps to keep the endpoint environment safe, secure, and resilient against
current and emerging cyberthreats, maintaining a state of prevention.

• Gain hands-on skills and
confidence to manage
CylancePROTECT
• ROI is increased and
obtained faster

90%

Course Overview
The ThreatZERO Training Course is customizable to meet the needs of the organization.
Typically, the course is offered as a one- or two-day curriculum.
• One-Day Course Offering
• Foundational Knowledge
• Advanced Knowledge
• Two-Day Course Offering

Objectives will be met more often
by increasing team skills.
Bridging the Gap: Integrating Learning and Work,
Towards Maturity Benchmark Study, 2012-2013

• Foundation (Core Topics)
• Advanced Topics
• Additional Hands-on Examples
• More Detailed Discussion / Dialogue for All Topics

Who Should Attend
The course is designed for:
• Administrators and users of the CylancePROTECT management console
• IT staff responsible for the deployment of CylancePROTECT
• Managers of those responsible for administration or deployment of
CylancePROTECT

About Cylance
Consulting

Course Syllabus

• World-renowned experts
work synergistically across
our practice areas to deliver
consistent, best-in-class
services anywhere in
the world

• Foundational Knowledge

• Incorporates artificial
intelligence into tools and
processes to more efficiently
and effectively secure the
environment to PREVENT
attacks from happening
• Utilizes multiple techniques
to collect information, assess
data, provide a risk profile,
recommend actions, and
highlight notable strengths for
an organization
• Techniques are designed to
not impact your operations in
any way
• Integrated practice areas:
ThreatZERO™ Services,
Incident Containment and
Compromise Assessments,
Red Team Services, Industrial
Control Systems Security, IoT
and Embedded Systems,
and Training

The course will cover:
• Product Features

• Console Basics

• Key Terminology

• Documentation

• Threat Classification Best Practices

• Support

• Deployment Strategy

• Installation

• Device Policy

• Use Cases

• Vital Signs Report
• Advanced Knowledge
• Zones

• Exploit Review

• Policy Safe List

• Script Review

• Server Considerations

• SIEM / Syslog Integration

• Certificates

• Custom Authentication

• Optional
• Device Control
• CylancePROTECT with OPTICS
Participants will receive copies of the training slides used during the course along
with a CylancePROTECT Administrator’s Guide.
Learn the essentials for deploying, managing and maintaining CylancePROTECT
with ThreatZERO. Contact Cylance Consulting or your technology provider for
registration details.
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