Incident Readiness
Assessment
Put Your Incident Response Plan To the Test

Benefits
• Measure the effectiveness
of incident response plans,
tools, and resources
• Identify, design, and deploy
readiness improvements
• Build executive confidence
that sensitive information and
systems can be protected
• Implement a stronger
security posture through
readiness and response
• Aid compliance with NIST
security standards

77%

Nearly every organization faces the reality of becoming the victim of a
compromise. Managing the response to a cyberattack is a complex task involving
the coordination of resources, tasks, and information. Under intense pressure,
important decisions need to be made and stakeholders must be informed. Without
a well-planned incident response plan, cyber incidents can quickly develop into
unmanageable events.
Cylance® Consulting’s Incident Readiness Assessment can help your organization
evaluate its ability to respond to incidents and threats. Utilizing industry best
practices, our IR experts assist in the creation of your company’s incident response
program to ensure it is implemented, and that the organization will pass external
assessments of its capabilities.

Service Overview
An Incident Readiness Assessment evaluates your organization’s ability to respond
to incidents and threats through a policy gap analysis, staff interviews, and an
incident response exercise. The assessment also evaluates phases of the NIST
Cybersecurity Framework.
The assessment is conducted in six phases:
1. Preparation

4. Eradication

2. Identification

5. Recovery

3. Containment

6. Lessons Learned

Deliverables
More than three-quarters of
organizations do not have a
formal process for responding
to a data breach.
Source: The Third Annual Study on the Cyber Resilient
Organization | Ponemon Institute | March 2018

Cylance Consulting will furnish a comprehensive report detailing:
• Gap analysis findings and recommendations for improvements including:
• Organizational structure
• Personnel skill sets
• Processes
• Reference materials
• Infrastructure configuration
• Incident response tools in use
• Incident response exercise findings with actionable recommendations
• NIST Cybersecurity Framework adherence
• A strategic remediation roadmap
Evaluate your organization’s preparedness for a cyberattack. Contact Cylance
Consulting or your technology provider to discuss an Incident Readiness Assessment.
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